TRUST ITALIA S.P.A. TRUST ITALIA S.P.A.PUBLIC
CERTIFICATION SERVICES

YOU MUST READ AND ACCEPT THIS QUALIFIED CERTIFICATE
SUBSCRIBER AGREEMENT BEFORE APPLYING FOR, ACCEPTING, OR
USING A DIGITAL ID®™/CERTIFICATE. IF YOU AGREE PLEASE CLICK ON
THE APPROPRIATE BUTTON AT THE END OF THIS PAGE IF YOU DO NOT
AGREE TO THE TERMS OF THIS SUBSCRIBER AGREEMENT, DO NOT
APPLY FOR, ACCEPT, OR USE THE DIGITAL ID (CERTIFICATE).

THIS SUBSCRIBER AGREEMENT will become effective on the date you click on
the accept button or you submit the certificate application to the designated issuing
authority (IA). By submitting this Subscriber Agreement (and certificate application) you
are requesting that the IA issue a Digital ID (certificate) to you and are expressing your
agreement to the terms of this Subscriber Agreement. Trust Italia S.p.A. Public
Certification Services are governed by Trust Italia S.p.A. Certification Practice Statement
(the "CPS") in its current version , which is incorporated by reference into this Subscriber
Agreement. At the end of the page you will also find a separate button to express your
acceptance of the cps which is incorporated by reference into this Subscriber Agreement.
The CPS is published on the Internet in Trust Italia S.p.A. repository at CPS - Trust Italia
and is available via E-mail from: CPS-requests@trustitalia.it. Amendments to the CPS
are also posted in TRUST ITALIA S.P.A. repository at UPDATES - Trust Italia

Please note that the IA has generated your private key on your behalf and has backed up
the private key using VeriSign OnSite Key Manager. Therefore, the IA is capable of
recovering your private key to assist you in the event you lose access to it. The IA,
however, may have legitimate business reasons for recovering your public key even
without your permission. Accordingly, the IA may be capable of decrypting encrypted
messages that others send to you. You should keep this in mind when considering your
expectations of privacy for encrypted messages sent to you. When properly implemented,
the VeriSign Key Recovery Service can provide considerable benefits. In the unlikely
event of misuse, however, the IA could decrypt messages in its possession that were sent
to you, and if a single key pair is implemented for digital signatures and encryption, the
IA could use a recovered private key to digitally sign messages on your behalf. You
acknowledge the foregoing by submitting a certificate application to the IA.

YOU AGREE TO USE THE DIGITAL ID (CERTIFICATE) AND ANY RELATED IA
SERVICES ONLY IN ACCORDANCE WITH THE CPS. YOU ALSO AGREE TO
SPECIFICALLY ABIDE BY THE TERMS OF Trust Italia S.p.A. RELYING PARTY
AGREEMENT ("RPA") AND CPS SECTION 8§ WHEN RELYING UPON ANY
DIGITAL ID OR OTHER CERTIFICATE ISSUED BY AN IA. The RPA is posted in
Trust Italia S.p.A. repository at RPA - Trust Italia.

Additional Terms and Conditions: Your Certificate shall be issued in accordance with
the requirements set forth under the Directive 1999/93/EC of the European Parliament


http://www.trustitalia.it/decode.php?id=5C6mZB007192
mailto:CPS-requests@trustitalia.it
http://www.trustitalia.it/decode.php?id=vWk3cB003053
http://www.trustitalia.it/decode.php?id=GofAO1007193

and of the Council of 13 December 1999 on a Community framework for electronic
signatures (“EU Directive”). The following table indicates how you know what the
object identifier (“OID”) and certificate policy (“EDSP”) corresponding to the OKM
certificate is. A copy of the EDSP may be found at 1) EDSP - Trust Italia.

OID EU Directive ETSI Policy EDSP
Article terminology terminology
id-edsp-dl1 (2.16.840.1.113733.1.7.44.1) Article 5.2 QCP public DL1
id-edsp-dI2 (2.16.840.1.113733.1.7.44.2) Article 5.1 QCP public + DL2
SSCD

As a result, the following terms shall also apply to you.

1. You shall verify the validity, suspension or revocation of the OKM certificate using
current revocation status information prior to relying on a digital signature created with a
private key corresponding to a public key contained in an OKM certificate .

2. You shall take account the limitations on the usage of the OKM certificate indicated to
the relying party either in this Agreement.

3) You shall take any other precautions prescribed in this Agreement.

1. You shall submit accurate and complete information to the IA in accordance with the
requirements of the CPS.

2. You shall only use your private key for the creation of digital signatures.
3. You shall exercise reasonable care to avoid unauthorized use of your private key.

4. If the IA requires that you use a secure signature creation device meeting the
requirements set forth in Annex III of the Directive and has communicated such to you,
you shall only use your certificate with digital signatures created using such a device.

5. You shall notify the IA or Trust Italia S.p.A. without any reasonable delay, if your
private key has been lost, stolen, potentially compromised; control over your private key
has been lost due compromise of activation data (e.g. PIN code) or other reasons; and/or
inaccuracy or changes to the certificate content, as notified you.

AS STATED IN THE CPS, AND EXCEPT AS ESTABLISHED UNDER
MANDATORY PROVISIONS OF LAW, THE IA PROVIDES LIMITED
WARRANTIES, DISCLAIMS ALL OTHER WARANTIES, INCLUDING
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE, LIMITS LIABILITY, AND EXCLUDES ALL LIABILITY FOR
INCIDENTAL OR CONSEQUENTIAL, DAMAGES AS STATED IN THE CPS. SEE
THE CPS FOR IMPORTANT DETAILS.
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